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Executive Summary 
 

Number of offences 242 
Total loss  £                  488,236.87  
Average per victim  £                      2,017.51  

Top 5 
 
The top 5 by volume (number of reports) type of fraud is as follows: 
 

Fraud Type Amount of Offences Amount Lost 
Misc. (False Representation) 45 £752 
Other Advance Fee Frauds 43 £63,575 
Online Shopping and Auctions  42 £22,624 
Other Consumer Non Investment Fraud 20 £20,007 
Cheque, Plastic Card and Online Bank Accounts (not PSP) 12 £65,545 

 
The top 5 by amount reported lost: 
 

Fraud Type Amount Lost Amount of Offences 
Corporate Employee Fraud £3,016,682 3 
Share sales or Boiler Room Fraud £264,663 3 
Cheque, Plastic Card and Online Bank Accounts (not PSP) £65,545 12 
Other Advance Fee Frauds £63,575 43 
Other Financial Investment £53,420 8 

Fraud Advice 
 

Advance Fee Fraud  
Advance Fee Fraud is an umbrella term to describe a particular fraud type where the criminal convinces a victim to 
make upfront payments for goods, services and/or financial gains.  But the goods/services don’t exist.  
 
Many different types of Advance Fee Fraud using various techniques and scams are used by criminals.  Some of 
these (including Romance Fraud and Recruitment Fraud) are covered more in-depth later in this book.  However, the 
numerous different tactics used by criminals means it’s worth describing the basic technique behind the fraud; the 
criminal will offer something to you, but in order to progress, you’ll need to pay something up front.  
 
Below is a list of types of Advance Fee Fraud.  This list is by no means exhaustive!  
 
Clairvoyant or Psychic Fraud– The criminal predicts something significant in your future, but they need money to 
provide a full report.  
 
Cheque Overpayment Fraud – The criminal overpays for something with an invalid cheque, and asks for change.  
 
Fraud Recovery Fraud – Once you’ve been a victim of fraud, the criminal contacts you, claiming that they can 
recover your losses, for a fee.  
 



Inheritance Fraud – The criminal tells you that you’re in line to receive a huge inheritance, but you’ll need to pay a 
fee to release the funds.  
 
Loan Fraud– The criminal asks you to pay an upfront fee for a loan.  
 
Lottery Fraud – You’re told you’ve won a prize in a lottery, but you’ll need to pay the criminal an admin fee.  
 
Racing Tip Fraud – The criminal offers racing tips that are “guaranteed” to pay off, for a small fee.  
 
Rental Fraud – The criminal asks for an upfront fee to rent a property, which may not be theirs, or even may not 
exist.  
 
West African Letter Fraud (aka 419 Fraud) – The criminal asks for help moving a large sum of money from one 
country to another, promising to cut you in, but asks for a payment upfront first.  
 
Work from home Fraud – The criminal offers you to make easy money working from home, but you need to pay a 
fee in advance, for business leads, or a website.  
 
Vehicle Matching Fraud – The criminal contacts you just after you’ve placed an advert trying to sell something 
(usually a car).  They ask for a “refundable” fee to put you in touch with a non-existent immediate buyer.  
 
How to protect yourself  
 

 Be extremely wary about giving money to anyone upfront, especially a stranger, for any reason.  
 If they claim to be an official, double check their identity, but don’t do so using any contact details they give 

you.  
 Don’t be pressurised into making a decision in that moment.  Always take time to think, don’t forget to Take 

5.  
 

REMEMBER – Criminals will try any lie to get your money  
 
CAUTION – Don’t give money upfront if you have even the slightest suspicion  
 
THINK – Why should I give this person money?  Why have they targeted me? 
 
 

Other Consumer Non Investment Fraud 
Sometimes businesses use deceptive business practices that can cause their victims to suffer financial losses. 
 
The victims believe they are participating in a legal and valid business transaction when they are actually being 
defrauded. Fraud against consumers is often related to false promises or inaccurate claims made to consumers, as 
well as practices that directly cheat consumers out of their money. 
 
How to protect yourself 
• Research the company before purchasing goods or services. 
• Use Companies House to find out how long they have been trading. 
• Ensure you use trusted, reviewed companies. 
• Avoid using direct bank transfers when purchasing items online, instead use a credit card. 
 
 

Investment Fraud 
Investing in stocks and shares or any other commodity can be a successful way of making money. However, it can 
also lead to people losing their entire life savings. Fraudsters will persuade you to invest in all kinds of products. 
They will offer you high rates of return, particularly over longer periods of time, which often do not exist. 
 
Common products that will be offered include binary options, virtual currency, carbon credits, wine, rare metals, 



gemstones, land and alternative energy. Often, initial investments will yield small returns as an incentive to invest 
further funds. However, larger investments or cashing out will be met with excuses or a penalty charge. Eventually 
contact with the fraudster will be impossible and all funds and bogus returns lost. 
 
Fraudsters are organised and they may have details of previous investments you have made or shares you have 
purchased. Knowing this information does not mean they are genuine. 
Criminals may direct you to well-presented websites or send you glossy marketing material. These resources do not 
prove they are a genuine company. Many fraudulent companies have a polished customer image to cover their 
illegal activities. 
 
It is relatively easy to register a company with Companies House. This does not confirm or endorse that they can 
provide genuine investments. Indeed, emerging investment markets may be unregulated, making these open to 
abuse. 
Companies may be registered at prestigious addresses, for example Canary Wharf or Mayfair. This does not mean 
they operate from there. It is an accepted business practice to rent such a virtual office to enhance a business’s 
status. However, fraudsters are also aware of this and exploit it. 
The fraudster may put pressure on you by offering a ‘once in a lifetime opportunity’ or claim the deal has to be done 
quickly to maximise profit. 
 
In addition - be wary of companies that offer to ‘recover’ any funds you have lost to any sort of investment scam. 
They may be linked to the company who initially defrauded you in the first place and may be targeting you again.  
This is known as ‘Recovery Fraud’.  
 
How to protect yourself 
 

 There are no get rich quick schemes. If it sounds too good to be true, it probably is. 
 Genuine investment companies will not cold call you. Be extremely wary of anyone who does. 
 Research both what you have been offered, and the investment company.  Speak to Trading Standards if you 

have concerns. 
 Before investing, check the Financial Conduct Authority register (https://register.fca.org.uk/) to see if the 

firm or individual you are dealing with is authorised 
 Check the FCA Warning List of firms to avoid. 

 
 
REMEMBER - Don’t be pressured into making a quick decision. 
 
CAUTION - Seek independent financial advice before committing to any investment. 
 
THINK - Why would a legitimate investment company call me out of the blue? 
 
 

Corporate Employee Fraud 
Internal or employee frauds are when fraud is committed against the company or organisation a person is working 
for. There are plenty of ways in which an employee could defraud their company, the defences are more in-depth 
than the scope of this newsletter. 
 
How to protect yourself 

 Ensure policies are in place to cover the following (non-exhaustive) areas: 
 Vetting 
 Separation of duties 
 Auditing 
 Training 

 
 
 
 



 

Banking and Card Fraud  
Bank account fraud has occurred if transactions you haven’t made show up on your bank statement. 
Bank account fraud could happen as a result of identity theft, when cards or bank account information has been 
stolen. 
 
How to Protect Yourself 
 

 Don’t throw out anything with your name, address or financial details without shredding it first. 
 

 If you receive an unsolicited email or phone call from what appears to be your bank or building society 
asking for your security details, never reveal your full password, login details or account numbers. Most 
banks will not approach their customers in this manner. 
 

 If you are concerned about the source of a call, ask the caller to give you a main switchboard number for you 
to be routed back to them. Alternatively, hang up and call your bank back on the legitimate phone number 
printed on your bank statements. 
 

 Check your statements carefully and report anything suspicious to the financial institution concerned. 
 

 If you’re expecting a bank or credit card statement and it doesn’t arrive, tell your bank or Credit Card 
Company. 
 

 Don’t leave things like bills lying around for others to look at.  
 

 If you move house, always get Royal Mail to redirect your post. 
 

 Get regular copies of your credit report from a credit reference agency. 
 

 Notify your bank immediately if you see any unusual activity on your account. 
 
 

Remember: 
 
Your bank, the police, or tax office will never ask you to attend your bank, withdraw, transfer or pay money over the 
phone or send couriers to collect your card or cash. Nor would they ask you to buy goods or vouchers.  
 
This is a scam.  
 

1. Hang up (Never give details or money following a cold call) 
2. Take 5  (Seek a second opinion, tell someone what has happened) 
3. Verify  (if concerned, contact the company via a pre-confirmed method) 

 
All of our videos and electronic leaflets can be found on the following link; www.met.police.uk/littlemedia 

Free cyber advice can be found https://www.ncsc.gov.uk/cyberaware/home 
 

Always report, Scams fraud and cyber crime to Action Fraud,  
either online at www.actionfraud.police.uk or by telephone on 0300 123 2040. 

 
 

STOP 
Taking a moment to stop and think before parting with your money or information could keep you safe. 

 
CHALLENGE 



Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you. 
 

PROTECT 
Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud. 

 


